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Introduction
This report is the second in a series of reports that is designed to acquaint New Zealand National and Regional Engineering Lifeline Organisations with what is happening in the fields of Engineering Lifelines, Critical Infrastructure Protection and Infrastructure Resilience around the world.  
The report is based solely on material found through searching the Internet.
Although the target audience for this report are Utilities and members of Lifeline Organisations, other organisations may find the report useful.  These may include:

· Civil Defence and Emergency Management Organisations

· Natural Hazard and Technology Research Organisations that work in the area of assisting Engineering Lifelines and Critical Infrastructure improve their resilience.

· Government Departments concerned with Utility and Community Resilience.

What has been included in this report?
· Current and recently completed research into the resilience of Critical Infrastructure and Lifelines.

· Current and recently completed research into hazards that specifically relate to Lifelines.
· Reports and presentations on modelling of interdependencies between Lifelines.

· Recently produced guidelines, frameworks, papers and presentations that relate to resilience of Lifelines and Critical infrastructure.

· Internet sites that contain an extensive index of research papers, other publications or large lists of links to sites that would be of interest to Lifeline Risk and Asset Managers.
· Communication methods prior to and during emergencies
What has been excluded from this report?
· IT security except where it is specifically unique to Utilities or Telecommunications.
· Publications older than 2005.
· Building structural resilience except where they relate to specific lifeline structures such as bridges and electricity transmission towers.

· Business Continuity except where an exceptional resource was found on the web.

· Emergency Management except where it directly relates to Lifelines or emergency communications with Lifeline organisations.

Although many websites may refer to programs of research activities full details are often not available until published.  This report has assumed that if a reader is particularly interested in a research topic they will access the relevant website using the details in this report and then make their own contact with the researchers involved.
As some of the website links are very long they may not always find the website when clicked upon in this report.  If this occurs copy the link and paste it into your browser.

There has been a significant change in terminology found on the web during the development of this report compared with the previous report.  The term “Resilience” has become much more prevalent replacing the term Protection on many web sites. 
Navigating this Report

An outline of the most informative or useful information found on the Web, as determined by the Author, is given in the body of this report. Websites providing the original in depth information are provided within the body of this text or at the end of each paragraph.
Appendix 2 provides a table view of the information found on the Web.  There are many more websites listed in this table than contained within the outline provided in the body of the report.
In order for the reader to quickly find information of interest the left hand column provides a quick reference to the type of information available within each row of the table.  
The second Column provides a list of key words that apply to the websites listed in each row.  Intermediate columns provide the name of the organisation and mission of the organisation whose websites are listed within each row of the table.  
Rows coloured green are, in general, likely to contain more useful information than those coloured yellow.
Each website listed in Appendix 2 contains a word or two of explanation as to what can be found at the particular web address. 
The list of key words and a broad definition on how they have been used is contained in Appendix 1.

Note:  Websites change frequently hence you may find some links have moved and cannot be found.

Using Key Word Searches

A
Within the body of the report.
· Go to Appendix 1 and decide on which key word to use in your search.

· Utilise your applications word search facility. (Search for “whole word only” to reduce unwanted hits).
· The result will find both the key words specifically listed for each numbered paragraph as well as any key words which happen to be included within the paragraph text.
B
Within Appendix 2

· Select the column titled “Key Words”.  (In MS Word click in the column and go to Table Select Column).
· Utilise your applications word search facility.

· The result will highlight your key word in each of the rows it occurs within the Key Words column.

Frequency of this report
It is intended that this report be updated on a periodic basis.  The information on which this report is based does not change frequently.  

Want of foresight, unwillingness to act when action would be simple and effective, lack of clear thinking, confusion of counsel until the emergency comes, until self-preservation strikes its jarring gong—these are the features which constitute the endless repetition of history.

WINSTON CHURCHILL, House of Commons, May 2, 19351
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1
Research Activities 
1.1 
New Zealand

1.1.1
NZ Resilient Organisations Research Programme

Key Words: (Research, Measures, Transport, Organisational,)
Several new research reports have been published under the umbrella of the NZ Resilient Organisations Research Programme.  This programme aims to improve the resilience of New Zealand organisations to major hazard events.  A selection of these reports is listed below.
1. Benchmark Resilience 
This is a study of the resilience of organisations in the Auckland Region.
The purpose of this research is to develop a web-based organisational resilience measurement and benchmarking tool which can provide organisations with information to help make a business case for resilience.
2. A Diagnosis of State Highway Organisations’ Decision-Making during Extreme Emergency Events
This report introduces the development and application of a method to analyse the decision making process of New Zealand’s State Highway Organisations during extreme events.  The report proposes procedures and metrics to analyse the quality of decision making, based upon the study of theoretical and practical concepts of decision making processes.

3. Impact of silos on resilience and how the impacts might be reduced
Silos are organisational units where there is a breakdown in communication, co-operation and co-ordination with external parties.  Organisations need to perform effectively if they are to meet societal goals and expectations.  This is especially important when adverse events arise, whatever the cause.  The report concludes that silo mentality has the potential to seriously interfere with intra-organisational resilience, and that good management supplemented by some specific initiatives has the potential to reduce or eliminate difficulties that may arise.

4. Wellington Reconstruction Scenario (Student Thesis)
This thesis looks at resource availability to support reconstruction of the roading network following a major Wellington earthquake.  
5. Resilience Retreat Current and Future Resilience
This report contains a section which asks-- What are the burning resilience questions that we could, or should, address? 

The following issues were raised. 

· Modelling, understanding and measuring the resilience of sectors. 

· Understanding resilience dynamics and demands in smouldering (slow onset) crises. 

· Finding a way to answer the question “how much resilience is enough”? 

· Establishing effective leadership for resilience - mainstreaming resilience and influencing the next generation of leaders. 

· Clarifying and informing governing bodies (e.g. boards) about resilience needs and opportunities. 

· Demystifying resilience and reducing the ambiguity. Is resilience a state, a series of principles or a process?   See 
http://www.resorgs.org.nz/pubs/Resilient%20Organisations%20Flock%20Hill%20Retreat%20Report%20Final.pdf
Access to reports 1 to 4 can be made at http://www.resorgs.org.nz/pubs.shtml
1.1.2 GNS Science
Key Words: (Research, Modelling, Information)
1. Wellington’s Earthquake Faults

GNS Science and other collaborators are undertaking a seven year (2006 - 2012)  $3.5 million project titled “Our Fault” in order to better define Wellington’s earthquake risk.  The aim is to determine:

· the likelihood and frequency of large earthquakes,
· the expected size of earthquakes,
· their physical effects,
· their social and economic impacts,
http://www.gns.cri.nz/news/release/20090918ourfault.html
2. The Regional RiskScape Model
RiskScape is a tool being developed jointly by GNS Science and NIWA.  It is a multi-hazard risk and impact analysis decision support tool.  It converts hazard exposure information into the likely impacts for a region, for example, damage and replacement costs, casualties, economic losses, disruption, and number of people affected.  By quantifying the consequences across the same portfolio of communities and associated assets (buildings and infrastructure), RiskScape provides information to prioritize risk-reduction measures and a more informed response as an event unfolds.

The first phase of RiskScape (2004-2008) has been successfully completed.  The emphasis in this phase was on ‘proof of concept’ that tested the viability of a multi-hazard risk/loss modelling system for use within New Zealand.  In 2009 a RiskScape prototype was released to the public for evaluation purposes.  Details can be found on the RiskScape website.  http://www.riskscape.org.nz/
3. Post-Earthquake Functioning of Cities
This programme aims to minimise post-earthquake trauma and economic impact for people in urban areas by minimising damage to buildings, contents, and infrastructure. 

Programme Objectives
1. Performance Based Earthquake Engineering. 

2. Seismic Impacts on Underground Services. 

3. New Applications of Seismic Isolation. 

The aim of the second objective is to model the functioning of infrastructure networks damaged by earthquakes and use the model to reduce the restoration times.
Further details can be found at the following site.  http://www.gns.cri.nz/research/PEC.html
4. Immediate Surveillance & Damage Assessment following Natural Disasters. 
This programme addresses the need for reliable and robust delivery of intelligence during and following natural disasters. 
Programme Objectives
1. Processing, interpretation and intelligence. This objective aims to identify the most appropriate data types and processing techniques for mapping and monitoring the effects of natural hazards.

2. Airborne and satellite data acquisition. The acquiring of imagery for the purposes of creating a baseline database for comparative purposes with imagery acquired post hazard event.
3. GIS integration and data delivery. The final stage of this project addresses the integration of remote sensing with other spatial data sets and looks at techniques to effectively provide hazards based information products.

For more information see http://www.gns.cri.nz/research/sub_dir/sur.html. and
http://www.gns.cri.nz/research/Hazards.html
1.1.3
New Zealand Engineering Lifeline Group Projects
Key Words: (Exercise, Plans, Transport, Communications, Energy Telecommunications, Systems, Research).

The names of projects completed and underway by all New Zealand Engineering Lifeline Groups can be found by clicking on the link (second from bottom) on the following page: http://www.civildefence.govt.nz/memwebsite.NSF/wpg_URL/For-the-CDEM-Sector-Lifelines-Current-Lifeline-Groups?OpenDocument
Typical examples of project titles listed include:

· Priority Utility Sites for Response & Recovery.
· Priority Emergency Routes.
· Fire Following Earthquake:  Identifying Key Issues for NZ.
· Web-based GIS communications portal for use during emergencies. 

Details of the availability of the Project Reports are included with the report names on the web link.

Exercise Ruaumoko: Lifelines Sector Notes

This report was prepared to draw together the main lifeline-related experiences and learning points from Exercise Ruaumoko. The information in this report is intended to inform and enhance approaches to mitigation and preparedness for volcanic and other regional and national scale events.  Click near bottom of this page for a PDF copy of the report.  http://www.civildefence.govt.nz/memwebsite.nsf/wpg_url/for-the-cdem-sector-lifelines-national-engineering-lifelines-committee?opendocument
Auckland Engineering Lifelines Group
 (AELG)
The Auckland Engineering Lifelines Group has produced a number of recent significant reports which are likely to be of interest to other New Zealand Lifeline Groups and organisations.  

The reports include:

· Review of Volcanic Ash Impacts on Electricity, Telecommunications and Broadcasting
The focus of this report has been a review of literature as well as accounts from historical eruptions and preliminary results from laboratory testing. The focus has been on identifying the physical damage to different network components (including disruption to signal transmission in the case of the broadcasting and communication networks).  http://www.aelg.org.nz/shadomx/apps/fms/fmsdownload.cfm?file_uuid=1F4B73F8-1279-D5EC-ED21-54D5B6641E65&siteName=aelg
· Emergency Communications Systems and Processes
AELG has undertaken a number of studies reviewing the effectiveness of emergency communication and coordination within the lifeline utility sector and between lifeline utilities and Civil Defence agencies. These studies have resulted in new arrangements and protocols for how these agencies communicate in an emergency.  http://www.aelg.org.nz/reports/emergency-communications-systems-and-processes.cfm
· Emergency Management Exercises
A number of exercises have been undertaken to review the effectiveness of emergency communication and coordination within the lifeline utility sector and between lifeline utilities and Civil Defence agencies

The above publications and others can be located in part or fully from the AELG website page http://www.aelg.org.nz/reports/reports_home.cfm. Contact the Project Manager listed on the main AELG website page for further information.  

1.1.4
New Zealand Natural Hazards Review for 2009

Published by GNS and NIWA.
Key Words: (Research, Information).

This report contains a review of New Zealand’s major hazard events of 2009, and the work of NIWA, GNS Science, and other organisations in their efforts to reduce the risks, and mitigate the effects, of natural hazards in New Zealand. The report includes:

· A summary of major hazard events during 2009.
· Research topics being undertaken by GNS & NIWA.
· An extensive list of publications on recent hazard research that relate to New Zealand.

The full report can be found at the following web address.

http://www.naturalhazards.net.nz/__data/assets/pdf_file/0006/84093/NatHazBrochure_2009_webquality_1.pdf
1.1.5 New Zealand Hazard and Engineering Related Research Papers
Key Words: (Research, Information).

 
Many natural hazard research papers and other publications which relate to New Zealand’s hazardscape can be found from the following websites.

A
The New Zealand Centre for Advanced Engineering (CAENZ)

The CAE is involved with the Government and others to improve the protection of communities from infrastructure failures by reducing the incidence and severity of infrastructure outages and promoting rapid restoration of services. 

Resilient Infrastructure Projects, papers and reports on this subject can be found at http://www.caenz.com/info/RINZ/RINZ_Downloads.html  and http://www.caenz.com/marketplace/catalog.php?pageNum_Recordset2=0&totalRows_Recordset2=34&PHPSESSID=0c91d76075cdc2142c9cc38e586c2639
B
GNS
http://www.gns.cri.nz/store/publications/index.html
C
NIWA
http://www.niwa.co.nz/news-and-publications/publications
D
EQC
“The Earthquake Commission has a great source of NZ Natural Hazard Research Papers.  http://www.eqc.govt.nz/research/researchpapers.aspx
1.1.6
Ministry for the Environment
Key Words: (Plan, Information).

A Guidance Manual for Local Government in New Zealand.

This Manual is designed to help local governments identify and quantify opportunities and hazards that climate change poses for their functions, responsibilities and infrastructure. This is the second edition of the Guidance Manual, and it supersedes the first edition published in 2004.  This document would be of use to all Lifeline Organisations.  http://www.mfe.govt.nz/publications/climate/climate-change-effect-impacts-assessments-may08/climate-change-effect-impacts-assessment-may08.pdf
Costal Hazard Climate Change –Guidance Manual for Local Government NZ

http://www.mfe.govt.nz/publications/climate/coastal-hazards-climate-change-guidance-manual/page1.html
Physical impacts and adaptation reports on climate change can be found here:  http://www.climatechange.govt.nz/physical-impacts-and-adaptation/
NZ Infrastructure and climate change publications http://www.mfe.govt.nz/issues/climate/resources/engineering/index.html
http://www.mfe.govt.nz/issues/climate/adaptation/engineering.html
1.1.7 Ministry for Economic Development Network
Key Words: (Continuity, Energy, Strategic, Plan).

Infrastructure Resilience

MED, working with other agencies, contributes to a range of initiatives with the objective of improving the resiliency of New Zealand's network infrastructure.  Much of the work is an inseparable part of ongoing work in energy and ICT policy. Programmes that contribute to infrastructure resilience include.

· Emergency Management and Business Continuity 
Information to assist businesses, including infrastructure providers, maintain business continuity in adverse events - especially in an influenza pandemic. 

· Oil Emergency Response Strategy 
MED is leading work to develop a strategy for responding to any future emergency disruptions in oil supplies. 

· Resilient Infrastructure NZ Project 
MED has a prominent role in work underway across several government and non-government agencies to promote resilience in a wide range of industries with infrastructure characteristics.

http://www.med.govt.nz/templates/ContentTopicSummary____34022.aspx
1.2 USA
1.2.1 American Lifelines Alliance

Key Words (Systems, Communications) 
Post-Earthquake Information Systems Study (PIMS)

The Alliance with Funding from the Federal Emergency Management Agency (FEMA) tasked a team from the University of Illinois with performing a scoping study to asses both the infrastructure requirements (e.g. data systems architecture, technology needs, and issues) and the implementation requirements (e.g. facilities, expertise, and funding) for establishing a national post-earthquake information management system.  The need for this was clear as the hazards community had long recognised that any national effort to reduce economic losses and social disruption resulting from severe national disasters requires a mechanism that will capture lessons learned from disasters; preserve engineering, scientific, and social performance data; and provide a coherent, and comprehensive national resource for analysing performance.  The report at the link below presents the results of a 10 month study.  http://www.americanlifelinesalliance.org/PIMS%20Report/PIMS.Final%20report.pdf
1.2.2 Virginia Polytechnic Institute and State University Arlington
Key Words: (Modelling)
This University has a Critical Infrastructure Modelling and Assessment Program (CIMAP) it is designed to study and evaluate critical infrastructures. The aim of the program is to provide policymakers, legislators and researcher’s long-term perspectives and guidance on the various issues that affect the planning, commissioning and operation of infrastructures. http://www.cimap.vt.edu/index.htm
1.2.3 Emergency Generation Capability & Reliability

Key Words: (Energy)
This recent study by Virginia Tech reviews numerous “after-action,” “lessons learned” and “performance assessment” reports by government agencies, private firms, and consultants. These almost always identify inadequate performance of emergency generators as a significant factor in reduced capability of organizations during an emergency and subsequent recovery period.  This report describes a project to help public jurisdictions and private firms increase the reliability and security of emergency generation facilities.  Many useful recommendations are made.  The report can be found using the following link.  
http://www.cimap.vt.edu/reports/Emergency%20Generation%20Final%20Report.pdf
1.2.4 Critical National Infrastructure Reliability Modelling and Analysis

Key Words: (Modelling, Telecommunications, Energy)
One of the top 10 priorities of the U.S. Department of Homeland Security is protection of critical infrastructures including power, communications, transportation, and water. The paper accessed from the link below presents models to quantify the interdependencies of critical infrastructures in the U.S. and evaluate plans to compensate for vulnerabilities. Communications is a key infrastructure, central to all others, so that understanding and modelling the risk due to communications disruptions is a high priority in order to enhance public safety and infrastructure resiliency. This paper discusses reliability modelling and analysis at a high level.  
In today’s society more and more people are moving to situations where their phones won’t work in the event of a blackout.  This situation is used as a model example. The Laboratory used their models to simulate the impact of an emergency where power was available to the community and compared this to the situation where there was a blackout.  
The results in this paper show significant impacts across infrastructures that can become increasingly exacerbated if the consumer population moves more and more to telecom services that require a power lifeline. http://www.sandia.gov/nisac/docs/bltj%202006.pdf
1.2.5
The University Of British Columbia   
The Los Angeles Lifelines Stakeholder Survey.  (A Project for a Master of Science (Planning))
Key Words: (Modelling, Measures)
This interesting report is mainly concerned with water and electricity.  It could possibly be used as an idea for research within the NZ environment.

A key component of disaster impact and resilience modelling is the development of post-disaster performance objectives. These objectives can serve an important role in setting benchmarks for community disaster resilience.  However, how does one decide upon these performance standards?  How safe is “safe enough”?  Previous studies determined that stakeholder involvement was required in the development of disaster service goals for utilities.  

Central to this modelling is the development of performance objectives that the utility service provider may seek to attain in the design and implementation of disaster mitigation strategies. These objectives can serve an important role in setting benchmarks for community disaster resilience.

This project addressed the need for stakeholder input, through the administration and analysis of a survey of key utility stakeholders in the Los Angeles Region.

The survey concluded that a wide variety of stakeholders should be involved in the definition of performance objectives.  Utility providers consistently set less stringent performance objectives than users, although both agreed regarding decision-making priorities, stakeholder involvement, and information sharing.

Survey respondents indicated that in the Los Angeles context, the following objectives are appropriate: In both moderate and catastrophic disaster situations, electricity should be available to critical facilities in less than one hour, potable water within 12 hours, while both electricity and potable water should be available to 90% of the population within 72 hours.    

http://circle.ubc.ca/bitstream/handle/2429/313/ktatebe_project_report_July_18_2007.pdf?sequence=1
1.2.6
“Network for Earthquake Engineering Simulation (NEES)”

Evaluation of Ground Rupture Effects on Critical Lifelines

Key Words: (Pipes, Modelling, Research).
This is a completed research project which addressed a fundamental problem affecting all underground lifelines, namely the effects of large differential ground deformation on buried pipeline and conduit performance.

The research deliverables include, as a minimum: 
· systematic assessment of lifeline performance under permanent ground deformation, 
· quantification of serviceability and ultimate limit states for critical lifelines, 
· design guidelines and improved codes, 
· experimental databases for benchmarking future numerical models and guiding the evolution of numerical simulations for soil-structure interaction, and 
· validation and guidance for advanced sensor and robotics deployment in underground conduits. 

You can click on various subjects on the following website to link to results and videos of seismic simulation testing on pipes. http://nees.cornell.edu/projects/completed_projects.cfm?customel_datapageid_2716=2902&showDetails=1
The detailed report can be found here: http://www.nees.cornell.edu/upload/NEESR-SG-Final-Report-2008.pdf
1.2.7 Earthquake Test of a 110 foot long, 4-Span Bridge Supported on Glass and Carbon
Key Words: (Modelling, Research, Transport)

Through a $2M grant from the National Science Foundation under the George E. Brown Network of Earthquake Engineering Simulation (NEES) research program, researchers at the University of Nevada, Reno prepared a 110-ft long, 11-ft tall bridge model at the Large-Scale Structures Laboratory on three shake tables for testing in June 2010. “Two unique features the focus of the study of this bridge: its innovative piers and its construction technique.  

The University of Nevada research team is experimenting with and testing a number of materials and innovations to potentially revolutionize seismic design of future bridges to help protect lives, prevent damage and avoid bridge closure even when there is a strong earthquake.

http://www.sciencedaily.com/releases/2010/06/100616171649.htm
http://nees.unr.edu/4-spanbridges/UNR%20Web%20AnnouncementCompositeBridge.pdf
1.2.8
US Department of Transport Federal Highway Administration (FHWA)

Good Practices in Transportation Evacuation Preparedness and Response
Key Words: (Transport) 
· Between May 2007 and September 2008, the Federal Highway Administration (FHWA) conducted multi-state workshops on Transportation Evacuation Preparedness and Response in four regions across the United States.  A number of useful practices are documented in this document.  http://www.ops.fhwa.dot.gov/publications/fhwahop09040/fhwahop09040.pdf
· Evacuation Transportation Management
The document below outlines a concept of operations for transportation management during a no-notice emergency evacuation. This report illustrates how agencies interact with each other, what information is shared, and how transportation systems are effectively managed during disasters. The concept of operations is intended to address who, what, when, where, why, and how the transportation management system needs to operate during a major no-notice event or disaster requiring evacuation. A high level description of activities that occur during each phase of the evacuation process is provided.
http://www.ops.fhwa.dot.gov/publications/fhwahop08020/fhwahop08020.pdf
· Managing Pedestrians During Evacuation of Metropolitan Areas

Evidence that large numbers of pedestrians may be part of an evacuation raised questions within the Federal Highway Administration (FHWA) about what actions are needed to manage pedestrian traffic during metropolitan evacuations and what FHWA can contribute in this area to ensure safe and effective movement of pedestrians while minimizing their impact on vehicular movement.  This report addresses what is already known about managing pedestrian traffic in U.S. metropolitan evacuations.  Since this is a very new area of research on evacuation, little actual research on the topic exists.  

The main intent of this study was to try to identify practices or ideas that transportation managers and public safety agencies were planning or maybe had actually used, to ensure that people evacuating on foot and people evacuating in vehicles did not hamper each others’ mobility in relation to a safe and preferred destination.

http://www.ops.fhwa.dot.gov/publications/pedevac/ped_evac_final_mar07.pdf
1.2.9 Research Papers Concerning Seismic Impacts upon Lifelines
Key Words: (Research, Transport, Energy, Pipes)

The Multidisciplinary Centre for Earthquake Engineering Research (MCEER) has produced papers on:

· Bridges and Highways.
· Resilience of Electric Power Substation Equipment.
http://mceer.buffalo.edu/research/lifelines/substation/default.asp
· Lifeline Infrastructure Performance and Community Disaster Resilience.
https://mceer.buffalo.edu/publications/catalog/reports/MCEER-08-0004.html
The overall research programme is focused on advancing intelligent renewal of critical infrastructure components and systems including transportation, electrical power and water delivery through structural engineering and multidisciplinary efforts.  Particular emphasis is given to infrastructure resilience to earthquakes and other extreme hazard load effects.
http://mceer.buffalo.edu/research/Infrastructure_and_Public_Policy/default.asp
1.2.10 Earthquake risk assessment of lifelines  (Research Paper)  
Key Words: (Modelling, Pipes, Transport, Energy, Telecommunications)
This project was funded by the European Commission.  The paper presents the RISK-UE methodology for the seismic risk assessment of utility systems (potable water, waste-water, gas system, telecommunication, electric power) and transportation infrastructures (port, airport, road and railway system). The proposed methodology provides a uniform basis for the reduction of the consequences of lifeline damages in urban areas and an efficient mitigation strategy and prioritization policies for pre-earthquake and post earthquake actions.  Different modules of the methodology were applied in seven pilot cities (Thessaloniki, Catania, Nice, Bucharest, Sofia, Barcelona, and Bitola).  RISK-UE reflects the European know-how, expertise and different ways of facing issues regarding loss estimation and risk mitigation and should be considered as a first step in the development of a coherent and unified European approach.  References and discussion are made with other world-wide methodologies (e.g., ATC13, HAZUS).  The report is located here: http://www.springerlink.com/content/h08355p5683k238u/fulltext.pdf
1.2.11 University of Colorado  (Natural Hazards Centre)
Key Words: (Modelling, Transport, Telecommunications, Pipes)
HAZUS is a regional earthquake loss estimation model that was developed by the Federal Emergency Management Agency and the National Institute of Building Sciences. The primary purpose of HAZUS is to provide a methodology and software application to develop earthquake losses at a regional scale. These loss estimates would be used primarily by local, state and regional officials to plan and stimulate efforts to reduce risks from earthquakes and to prepare for emergency response and recovery.  

A San Andreas M7.8 earthquake scenario called “Shakeout” was used in a HAZUS Application.  The output produced many tables of results, some similar to studies undertaken by Lifeline and other organisations in NZ.  This HAZUS study does however contain wide ranging results including post earthquake functionality of Fire Stations, Police Stations, schools, EOCs, Hospitals, Debris quantities (divided into Wood and Concrete.), Displaced households, Shelter requirements, as well as Transport and Utility losses.  Although the results themselves do not relate to NZ’s infrastructure the report does provide information on what NZ could undertake with its modelling tools.  
There are interesting tables (Tables 5.--) describing Organised and Spontaneous Response for five time periods after the scenario earthquake.  These range from Traffic Management, Communication, Essential Services, Route Recovery, Debris Removal, Disaster Intelligence, Fire Suppression etc.   http://pubs.usgs.gov/of/2008/1150/
Other Shakeout Scenario Supplementary Reports cover aspects such as Telecommunications Highways, Pipelines, and Railways etc.  (Note: The Telecommunications Supplementary report includes comprehensive information on past earthquake impacts upon Telecommunication infrastructure), http://www.colorado.edu/hazards/shakeout.html.  These reports would be useful in assisting with estimation of the impact of a major earthquake on NZ’s infrastructure.

http://www.colorado.edu/hazards/shakeout/hazus.pdf
Supplemental Study on Fire Following Earthquake
This report examines the potential losses arising from fire following earthquake for the above scenario  i.e. a hypothetical M7.8 earthquake on the Southern segment of the San Andreas Fault, resulting in MMI VI-VIII in the Los Angeles basin and accompanied by breezy, low humidity conditions.   http://www.colorado.edu/hazards/shakeout/fire.pdf
1.2.12
National States Geographic Information Council  
Key Words: (Interdependencies, Pipes, Telecommunication, Transport, Energy).

Interesting Power Point Presentation on “The Importance of Infrastructure Interdependencies.”  

Classifies interdependency as:

· Physical – a physical reliance on material flow from one infrastructure to another.
· Cyber – a reliance on information transfer between infrastructure assets.
· Geographic – a local environmental event affects components across multiple infrastructures due to physical proximity.
· Logical – a dependency that exists between infrastructures that does not fall into one of the above categories.

Examines cascading consequences.  http://www.nsgic.org/events/2009midyear/tuesday/06-GITAWhitepaper/infrastructureiInterdependencies.ppt
A related White Paper titled, “Infrastructure Interdependencies”, is the first in a special White Paper Series entitled, The Geospatial Dimensions of Critical Infrastructure and Emergency Response.  It is intended to provide geospatial practitioners with a summary of critical infrastructure interdependencies, reasons why understanding these relationships is vital to effective emergency response, and the important role geospatial technology, data and knowledge can play in addressing infrastructure-related challenges.      http://www.gita.org/ciper/Infrastructure%20Interdependencies%20Final.pdf
Additional White Papers in the series address the oil and gas pipeline, water and wastewater, telecommunications, and transportation sector interdependencies. Governmental (local, state and federal) relationships are addressed in each sector where applicable.  These can be found from the link: http://gita.org/resources/white_papers.asp.  
1.2.13 San Francisco Planning and Urban Research Association (SPUR) 

The Resilient City
Key Words: (Measures, Strategic).

In 2008, San Francisco Planning and Urban Research Association (SPUR) launched the “Resilient City”, an initiative to improve San Francisco's disaster planning policies.  The website below contains a number of publications and projects of interest.  NZ could profit from monitoring the progress of this project. http://www.spur.org/resilient_city
With respect to performance of Lifelines for resilience SPUR recommends the establishment of clear, readily understood performance goals that define resiliency in infrastructure. Goals for the restoration of service expressed in terms of the percentage of customers that have service after an earthquake.  http://www.spur.org/publications/library/report/lifelines_020109
1.2.14 Recent International Earthquake Reconnaissance Reports
Key Words: (Reconnaissance).

This site has an extensive repository of links to reconnaissance reports about major earthquakes around the world.   http://www.eeri.org/lfe/recent_recon.html  or http://eqclearinghouse.org/
The Technical Council on Lifeline Earthquake Engineering (TCLEE) prepared a report on the February 2010 Chile Earthquake.  This report includes excellent sections on impacts and restoration issues for each Utility lifeline as well as information on Lifeline interdependencies and times to restore.  

http://www.eqclearinghouse.org/20100227-chile/wp-content/uploads/2010/04/TCLEE-Web-Report-EERI-v1.pdf
1.2.15 Ohio Emergency Management  
Key Words: (Plan, Measures).

Restoration of Lifelines  
Contains a blow by blow schedule of tasks under the following activity headings.

1. Develop and Maintain Plans, Procedures, Program, and Systems.
2. Develop and Maintain Training and Exercise Programs.
3. Direct Mechanisms to Facilitate the Restoration of Lifelines.
4. Activate Restoration of Lifelines.
5. Implement Restoration of Lifelines.
6. Demobilize Restoration of Lifelines Operations.
http://www.ema.ohio.gov/documents/pdfs/Target_Capabilities/TCL_Restoration_of_Lifelines_May_2008.pdf
1.2.16 American Society of Civil Engineers
Key Words: (Strategic).

Sustainable Critical Infrastructure Systems—A Framework for Meeting 21st Century Imperatives

Creating a New Paradigm
This Strategy Framework would be of interest to those concerned with future strategies for infrastructure renewal and resilience. 

Continuing to use the same decision-making processes, construction methods, and operational practices as those used in the 20th century will likely yield the same results: increasing instances of service disruptions, higher operating and repair costs, and the possibility of catastrophic, cascading failures. Meeting this century’s challenges requires a fundamental re-examination of the purposes and value of critical infrastructure systems and of the current processes for infrastructure-related decision making and investment. While daunting, this re-examination can yield a new paradigm from which to develop practical solutions to complex issues.
This paper does not give the answers but in Appendix D provides some strategic guidance.

http://www.asce.org/uploadedFiles/Industry_Outlook_-_New/NAECriticalInfrastructurePrepublicationReportMarch2009.pdf
1.2.17 USA Homeland Security 
Key Words: (Systems, Communications, Telecommunications).

Wireless Priority Service (WPS)   
Wireless Priority Service is implemented as software enhancements to cellular networks, and is being deployed by cellular service providers in their coverage areas throughout the United States.  With an increasing number of emergency personnel relying on cell phones while performing their emergency duties, a Wireless Priority Service has been developed to provide priority for emergency calls made from cellular telephones. http://wps.ncs.gov/
1.3 
Canada

1.3.1
Business Continuity related templates, documents and forms
Key Words:  (Continuity).

The Canadian Centre for Emergency Preparedness website contains a significant resource which could be of use to many Lifeline organisations.  The resource provides Plans, Check Sheets and Forms for all aspects of business continuity.

http://www.ccep.ca/ccepweb.asp?m=41&ap=5
The Business Development Bank of Canada (BDC) has a Business Continuity Advice Centre on the web.  On the link below there are steps in the business continuity process that also lead to useful business continuity Templates, Checklists and Forms.

http://www.bdc.ca/EN/advice_centre/tools/business_continuity/business_continuity/Pages/default.aspx
1.3.2 Industry Canada
Key Words: (Systems, Communications, Telecommunications).

Emergency Telecommunications 

Descriptions of Canada’s various emergency Communication Systems can be found at http://www.ic.gc.ca/eic/site/et-tdu.nsf/eng/h_wj00011.html
A
Emergency Telecommunications Data System  (ETDS)

ETDS is Industry Canada’s online system used to manage the collection of emergency telecommunications priority services data for the Priority Access for Dialling (PAD) and Wireless Priority Service (WPS).

http://www.ic.gc.ca/eic/site/et-tdu.nsf/eng/h_wj00269.html
B
Description of the Canadian Wireless Priority Service (WPS)

WPS is an enhancement to basic mobile service that allows registered essential personnel calls to queue for the next available service channel while minimizing impact on regular consumer access to the same wireless infrastructure. WPS will not terminate calls in progress. Since it is simply giving subscribers priority access to an antenna tower for outgoing calls, it does not guarantee the completion of the call, which still has to travel through other parts of the network. It does however mitigate congestion on the local tower, which is important during emergencies.

http://www.ic.gc.ca/eic/site/et-tdu.nsf/eng/h_wj00016.html
1.4 
United Kingdom

1.4.1
Construction Industry Research and Information Association  UK
Key Words: (Research, Information, Measures, Strategic).

Flood Resilience and Resistance for Critical Infrastructure 


This project builds on previous collaborative research on property-level flood resilience and with the aim of addressing some of the critical infrastructure (CI) issues raised by recent severe flooding in the UK. This publication, which is the main output from the project, provides an overview of how the risk posed to CI systems by flooding is now managed across the UK.  
A range of case studies is provided that describes the lessons identified by infrastructure owners and operators who have suffered flooding problems in the past.  Flood risk management for Critical Infrastructure across the UK is then considered with respect to:

· flood risk assessment,
· adopting resilience and resistance measures,
· investment prioritisation.

This 2010 study makes recommendations covering: 

· mapping for floods (considers current defences, climate change, requirements for next generation maps),
· adoption of standards of Resistance and Resilience for Critical Infrastructure, 

· incentivisation of Collaborative Approaches, 

· improving the effectiveness of emergency response, 

· Alignment of Public/Private Sector Spend,  

http://www.ciria.org/service/Home/AM/ContentManagerNet/ContentDisplay.aspx?Section=Home&ContentID=16361
1.4.2 UK Cabinet Office
Key Words: (Telecommunications, Security).

Resilience Guidelines for Providers of Critical National Telecommunications Infrastructure
The purpose of this Code is to bring together a wide range of advice and guidance on agreed best practice in the establishment and maintenance of resilience within telecommunications networks and services, for those Communications Providers which are considered to be part of the UK’s Critical National Infrastructure (CNI),  

The Code has been drawn up by the industry in conjunction with government and is voluntary in character. 

The document provides detailed recommendations for the design and configuration of resilient telecommunication networks.

http://www.cabinetoffice.gov.uk/media/131471/telecoms_ecrrg_resilience_guidelines1.pdf
1.4.3
The Office of Telecommunications  (Oftel)   (United Kingdom)
Key Words: (Security, Telecommunications).

Guidelines on the essential requirements for network security and integrity.

This document although dated contains some good information, especially considering the NZ Government involvement in the Ultra-Fast Broadband Fibre project.

Some examples are:
· Underground line plant, buried at a depth where intrusions are unlikely, is preferable to aerial line plant.

· Where appropriate, use should be made of diverse duct tracks or routes. Physical separation on its own does not deliver guaranteed availability, and that this is usually achieved by a combination of physical separation, redundancy and re-routing.
· Where ventilation or air conditioning is used, single failure should not hazard the facility.

· Where appropriate, suitable detection and extinguishing systems for fire, and detection systems for explosive and asphyxiating gases and floods are recommended.  For fire detection, current experience suggests that aspirating systems are superior to fixed head detectors, particularly where airflows are influenced by forced air conditioning.

· etc.

http://www.ofcom.org.uk/static/archive/oftel/publications/ind_guidelines/guid1002.pdf
1.4.4
Centre for the Protection of National Infrastructure – UK
Key Words: (Telecommunications, Plan, Information).

Resilience in Converged Networks – Good Practice Guidance  

This is a good guide for telecommunication users.  Including Lifeline Organisations who utilise telecommunications.  

In May 2004, the original ‘Good Practice Guide to Telecommunications Resilience’ was issued. The scope of this new guide aims to complement the original guide by looking at new resilience issues and solutions resulting from convergence.  This new guide recognises that these emerging networks are changing and evolving at different rates for different service providers.

The aims of the Guide are to raise awareness of the need for telecommunications resilience in a converged network environment and to bridge the knowledge gap between the language, expectations and requirements of the customers, and the language and capability of the providers.

http://www.cpni.gov.uk/Docs/resilience-guide.pdf
1.5 
Australia

1.5.1
Emergency Management Victoria Australia
Key Words: (Reconnaissance, Energy, Telecommunication, Transport).

Review of the April 08 Windstorm Melbourne, Victoria
Many worthwhile recommendations that could be utilised in NZ.  Includes recommendations that include Power, Telecommunication, and Roading among others.

http://www.oesc.vic.gov.au/wps/wcm/connect/64c9a7804056994bbecfbee505682c73/Review+of+the+April+2008+Windstorm.pdf?MOD=AJPERES
2
Foreign Government Strategies, Plans, Guidelines and Proposals to Improve Critical infrastructure Resilience

The documents referenced in this section are relatively high level but often very comprehensive.  They have been included in this report as they may be of use to NZ Government departments to see if there are gaps within their own resilience policies, plans and guidelines for NZ’s infrastructure.
2.1
USA

2.1.1
Homeland Security
National Infrastructure Plan 2009
Key Words: (Research, Modelling, Strategic, Plan, Information, Organisational).

This document includes sections on current and future R&D protection strategies, simulation and modelling strategies, National database requirements; grant programs that can contribute to infrastructure protection. 

The National Infrastructure Protection Plan (NIPP) provides the unifying structure for the integration of a wide range of efforts for the enhanced protection and resiliency of the nation's critical infrastructure and key resources (CIKR) into a single national program.    The NIPP provides the framework for the cooperation that is needed to develop, implement, and maintain a coordinated national effort to bring together government at all levels, the private sector, nongovernmental organizations, and international partners.
http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf  and http://www.dhs.gov/files/programs/editorial_0827.shtm
2.1.2 Homeland Security Sector Specific Plans.  (SSPs)
Key Words: (Research, Modelling, Strategic, Plan, Information, Organisational, Energy, Telecommunications, Transport).

The SSPs are intended to ensure that each of the Critical Infrastructure / Key Resource CI/KR sectors effectively coordinate with their security partners, other sectors, and the Department of Homeland Security to enhance protection and resiliency in an all-hazards environment. These plans are designed to evolve over time as threats change and protective programs are implemented.  These documents cover roles, programmes, measures and R&D priorities.  http://www.dhs.gov/files/programs/gc_1179866197607.shtm.
Of most interest are the Appendices that contain “Protective Programs” and “R&D Initiatives”.  There are several Lifeline related Critical Infrastructure and Key Resources Sector-Specific Plans.  These are:

· 
Communications
http://www.dhs.gov/xlibrary/assets/nipp-ssp-communications.pdf
· Energy 


http://www.dhs.gov/xlibrary/assets/nipp-ssp-energy-redacted.pdf
· Transportation Systems 
http://www.dhs.gov/xlibrary/assets/nipp-ssp-transportation.pdf
2.1.3 Homeland Security
Key Words: (Strategic, Plan, Measures, Communication).

The Target Capabilities List.  
This capability list and associated performance metrics could be usefully culled for use by NZ Lifelines and Emergency Management Organisations.

The Target Capabilities List describes the capabilities related to the four homeland security mission areas: Prevent, Protect, Respond, and Recover. It defines and provides the basis for assessing preparedness. It also establishes national guidance for preparing the Nation for major all-hazards events, such as those defined by the National Planning Scenarios. The current version of the TCL contains 37 core capabilities. These address response capabilities, immediate recovery, selected prevention and protection mission capabilities, as well as common capabilities such as planning and communications that support all missions.  Page 129 is the start of the Critical Infrastructure section.

https://www.llis.dhs.gov/docdetails/details.do?contentID=26724
2.1.4
National Infrastructure Advisory Council  (NIAC)
Key Words: (Strategy, Organisational).

A
Critical Infrastructure Resilience –Final Report & Recommendations
This report is the outcome of a study to recommend how government and industry can integrate resilience and protection into a comprehensive risk-management strategy.
This document is well worth a scan by Government and Civil Defence.  

Examples of findings within the report include the following relating to the current US situation.
· Because definitions of resilience vary, a common definition will help guide policy development. Without this, resources may be allocated ineffectively and programs may not be properly aligned with security goals. 

· The Council advocates the use of market-based incentives to provide a non-regulatory means to stimulate resilience efforts within private Critical Infrastructure entities. 

· The resilience of individual companies does not guarantee the resilience of the entire sector.

· Infrastructure owners and operators have practical knowledge of their own operations, risks, and potential mitigations that is superior to that of government policy makers.  Regulations often "stovepipe" risks and impedes a company's ability to be truly resilient. As a result, government needs a better understanding of private sector risks.

· Government should develop a better understanding on the role that repair and maintenance funding can have on Critical Infrastructure and prioritize funding for these activities, both as a component of their resiliency activities as well as part of their broader funding support of public infrastructure.

· The government should create market differentiators on resilience for investing and doing business e.g. Tax Incentives, Procurement Practices, Financial Disclosure requirements, Insurance-based incentives, Increased funding for repair and maintenance. 

· Government should endeavour to better understand the role of design and construction in infrastructure resilience.  Application of this understanding will help to shape the policy, R&D funding, and incentives that can spur technological innovation as well as the robust design and construction of critical infrastructures needed for resilience.

http://www.dhs.gov/xlibrary/assets/niac/niac_critical_infrastructure_resilience.pdf
B
National Infrastructure Advisory Council (NIAC)

Framework for Dealing with Disasters and Related Interdependencies This Study was designed to explore the United States’ ability to respond to and recover from a major disaster that result in a prolonged loss of infrastructure services expanding beyond a local area.  Findings were developed in four areas.

1 statutory, regulatory and policy impediments in disaster recovery;

2 opportunities for strengthening key Federal Statutory authorities; 

3 strategies for improving collaboration and communication; and finally, 

4 the importance of organizational relationships in successful implementation of the resulting recommendations.
Looking at the first issue, examples of what they identified were:

· Timely relief or waivers from statutory and regulatory restrictions during CIKR disaster recovery operations. 

· Relief from statutory and regulatory restrictions that might place CIKR operators in legal jeopardy for pursuing actions that benefit the common good during disaster recovery operations. 

· Relief from requirements for Environmental Impact Statements (EIS). 

· Reconsideration of regulations that can have the unintended consequence of unnecessarily creating cross-sector dependencies or interdependencies. 

· Relief from vehicle restrictions in a disaster area during a recovery effort. 

· Sector-regulator coordination on waivers for document filing requirements specific to disaster recovery operations. 

A process to address these issues is outlined.  It includes participation by Private Lifeline Operators.

http://www.dhs.gov/xlibrary/assets/niac/niac_framework_dealing_with_disasters.pdf
2.1.5
The California Emergency Management Agency 
Key Words: (Plan, Energy, Communication, Telecommunication).

Emergency plans and Guidelines
A very comprehensive list of California’s Emergency plans and Guidelines.  For example the list includes an Electric Power Disruption "Tool Kit".  Access to these Guidelines can be obtained through:  http://cms.calema.ca.gov/prep_plans_and_publications.aspx
Alert and Warning Report to the Californian State Legislature. 
This report describes a Framework for a public-private partnership to enhance public access to emergency alerts and warnings.  This is a very comprehensive report on Emergency Communications in its broadest terms.  

It will mainly be of interest to local and National Civil Defence organisations.

It can be found at: http://www.oes.ca.gov/WebPage/oeswebsite.nsf/ClientOESFileLibrary/Plans%20and%20Publications/$file/Alert_Warning_Report_final_CalEMA.pdf
2.2

Canada

2.2.1
Public Safety Canada
Key Words: (Strategy, Plan, Information).
A
National Strategy for Critical Infrastructure

The “National Strategy for Critical Infrastructure” and supporting Action Plan establish a collaborative federal, provincial, territorial and critical infrastructure sector approach that will be used to strengthen critical infrastructure resiliency.

The goal of the National Strategy for Critical Infrastructure is to build a safer, more secure and more resilient Canada.  Its strategic objectives are to:

· build partnerships;

· implement an all-hazards risk management approach; and

· advance the timely sharing and protection of information among partners.

http://www.publicsafety.gc.ca/prg/em/ci/_fl/ntnl-eng.pdf
B
Action Plan for Critical Infrastructure

This Plan sets out action items in the areas of partnerships, risk management and information sharing. Given the range, complexity and linked nature of these action items, a critical path is also detailed.
http://www.publicsafety.gc.ca/prg/em/ci/ct-pln-eng.aspx
C
Identifying and Marking Critical Infrastructure Management Information Shared in Confidence with the Government of Canada 

Guide for Private Sector Entities   http://www.publicsafety.gc.ca/prg/em/ci/lbl-snstv-info-eng.aspx  and http://www.publicsafety.gc.ca/prg/em/ci/info-part-eng.aspx
2.3

Australia

2.3.1
Attorney-General’s Department
Key Words: (Strategy, Information, Communication, Telecommunication, Modelling, Organisational).

A
Critical Infrastructure Resilience Strategy
The aim of this Strategy is the continued operation of critical infrastructure in the face of all hazards.  See http://www.tisn.gov.au/www/tisn/rwpattach.nsf/VAP/(9A5D88DBA63D32A661E6369859739356)~Australian+Government+s+Critical+Infrastructure+Resilience+Strategy.PDF/$file/Australian+Government+s+Critical+Infrastructure+Resilience+Strategy.PDF
B
The Trusted Information Sharing Network (TISN) for Critical Infrastructure Resilience  

Australian Government shifted the existing Critical Infrastructure Protection program to Critical Infrastructure Resilience program in June 2010.  It will include at least two components – organisational resilience and support for disaster resilience

Organisational resilience will focus on enhancing the ability of critical infrastructure businesses to continue to deliver essential services in the face of significant and unexpected challenges.

Disaster resilience will focus on the contribution businesses could make to the ability of communities to prepare for and recover from disasters. In this context, organisations may be asked to take greater account of the impacts on the community of their operational decisions, before and immediately after a disaster.

The Australian Government has contributed $26 million to the development of a new warning system, including $15.65 million to the development of Emergency Alert system which can deliver up to 1,000 voice messages a minute to landlines and 300 text messages a second to mobile phones – and it is available for use 24/7.  Technological gaps currently limit the system to sending alerts to mobile phones based on the customer address, rather than where the phone is at the time of the emergency. The Australian Government has provided $1.35 million to conduct research to determine how warnings can instead be delivered to mobiles based on their physical location.  See  http://www.tisn.gov.au/
C
Critical Infrastructure Protection Modelling and Analysis Program. (CIPMA)
CIPMA will examine the relationships and dependencies between critical infrastructure systems, and will demonstrate how a failure in one sector can greatly affect the operations of critical infrastructure in other sectors.  CIPMA is a computer based capability used to identify and analyse the relationships and dependencies between critical infrastructures, and the consequences of infrastructure failure.
http://www.ag.gov.au/agd/WWW/rwpattach.nsf/VAP/(930C12A9101F61D43493D44C70E84EAA)~CIPMA+Fact+Sheet+Updated+6+6+06.pdf/$file/CIPMA+Fact+Sheet+Updated+6+6+06.pdf
D
National Guidelines for the Broadcast of Emergency Public Warnings 
National Guidelines and a Broadcast Levels Chart for the broadcast of emergency warnings to the Australian public have been developed to provide a consistent approach across Australia, on the processes and expectations that underpin the issue and broadcast of emergency warnings to the public.

http://www.ag.gov.au/www/agd/rwpattach.nsf/VAP/(084A3429FD57AC0744737F8EA134BACB)~NATIONAL+GUIDELINES+AND+BROADCASTING+LEVELS+CHART+FOR+THE+BROADCAST+OF+EMERGENCY+PUBLIC+WARNINGS+-+Final+Version.PDF/$file/NATIONAL+GUIDELINES+AND+BROADCASTING+LEVELS+CHART+FOR+THE+BROADCAST+OF+EMERGENCY+PUBLIC+WARNINGS+-+Final+Version.PDF
The objective of this work is to improve the effectiveness, clarity and consistency of arrangements between all broadcast media, and all emergency management organisations, for the request and broadcast of emergency public warnings.

E
Organisational resilience publications

On the link below you can find a list of publications about organisational resilience, including risk management and business continuity.

http://www.tisn.gov.au/www/tisn/tisn.nsf/Page/Publications_Businessresiliencepublications
2.4

United Kingdom 
2.4.1
Cabinet Office
Key Words: (Strategic, Plan).

A
Strategic Framework and Policy Statement on Improving the Resilience of Critical Infrastructure to Disruption from Natural Hazards

This Strategic Framework and Policy Statement establish a cross-sector programme to improve the resilience of critical infrastructure and essential services to disruption from natural hazards.  The document outlines a 5 point criticality scale for Critical Infrastructure.  How it will work in practice is not covered.
http://www.cabinetoffice.gov.uk/media/349103/strategic-framework.pdf
B
Sector Resilience Plan for Critical Infrastructure 2010

The first iteration of the plans was completed at the end of 2009. They focussed on the resilience of the most critical infrastructure in each infrastructure sector, and to flooding only.  Information in respect of other critical infrastructure and other types of hazard will be included in future iterations.  

These plans are currently quite high level and at an early stage.  They may be of value for use as a basis for a gap analysis against NZ plans in the future when they progress with more detail.  http://www.cabinetoffice.gov.uk/media/349100/sector-resilience-plan.pdf
C
Interim Guidance to the Economic Regulated Sectors Water, Energy, Transport and Communication
This document provides guidance for economic regulators to encourage resilience building by operators of critical infrastructure.  

For example there has been decreasing investment in innovation within the regulated utility sectors.  Ofgem the Office of the Gas and Electricity Markets responded to this issue by developing an “Innovative Funding Initiative” allowing up to 0.5% of annual regulated revenue to be spent on research and development.  The Guide suggests consideration should be given to similar initiatives across other sectors as well as linkages into existing science programmes.  http://www.cabinetoffice.gov.uk/media/349089/interim-guidance-ers.pdf
Appendix 1 
Key Words
	Research
	Includes Hazard and Lifelines Research

	Reconnaissance
	Post disaster reports/conclusions/recommendations

	Modelling
	Mathematical or physical Modelling

	Interdependencies
	Interdependencies between Lifelines

	Pipes
	Includes all fluids & gases transported in pipes

	Telecommunications
	Includes all physical Telecommunication systems

	Energy
	Includes power and energy in all forms used by Lifelines.  E.g. electricity, standby generators, oil and gas used for producing energy.

	Transport
	Roads, Bridges, vehicles, pedestrians, Railways, Ports etc.

	Measures
	Information relating to the measuring of resilience, robustness or readiness

	Organisational
	Used in relation to company/ Government/ Lifeline processes for resilience

	Communications
	Methods or processes for communicating before or during an emergency or disaster.  

	Information
	Useful information in relation to hazards and Lifelines. Also includes processes for secure information sharing prior to an emergency.

	Systems
	Applications or computer systems used in relation to emergencies or resilience

	Strategic
	High level Government/Lifeline policies, proposals and methodologies.

	Plan
	Includes emergency plans, guidelines and frameworks.

	Continuity
	Information to assist with business continuity

	Exercise
	Exercise descriptions and post exercise reports including lessons learnt and recommendations.

	Security
	Physical security to protect against people and other hazards.


APPENDIX 2
Table of Websites Containing Information useful to Engineering Lifeline Organisations, Lifeline Research Organisations, CDEM & NZ Government Departments involved with Resilience of Lifelines and Communities.

In order for the reader to quickly find information of interest the left hand column provides a quick reference to the type of information available in the row of the table.  The second column contains a list of Key Words as they relate to the websites listed in the row.  Refer to the “Introduction” section of this report for information on how to keyword search.
In the table below the Green coloured rows are classified as the most useful and the Yellow coloured rows are classified as being somewhat useful.  

Note that the links included above in the body of the report are also listed in this Appendix 2.
As some web addresses are very long they may need to be pasted in to your browser if they do not work when clicked upon in this document.

Websites change frequently hence you may find some links have moved and cannot be found.
Website List
	Type of Information available
	Key Words
	Organisation Name
	Organisation or web site mission or purpose
	Web Link
	Country

	Hazard Research
	Research,
Modelling, Information
	Geological and Nuclear Sciences Limited
	Our purpose is to understand earth systems and technologies and to transform this knowledge into economic, environmental, and social benefits for New Zealand.

	Home page

http://www.gns.cri.nz/
Natural Hazard Planning

http://www.gns.cri.nz/services/hazardsplanning/downloads.html  

(Publications)

http://www.gns.cri.nz/store/publications/latestpubs.html
Our Fault Research

http://www.gns.cri.nz/news/release/20090918ourfault.html
Riskscape

http://www.riskscape.org.nz/
Post E/Q Functioning of Cities ---Research

http://www.gns.cri.nz/research/PEC.html
Damage Assessment following Natural Disasters
http://www.gns.cri.nz/research/sub_dir/sur.html.

http://www.gns.cri.nz/research/Hazards.html
Publications
http://www.gns.cri.nz/store/publications/index.html

	NZ

	Resilience research
	Research, Measures, Transport, Organisational
	Resilient Organisations
	A six year research project designed to assist New Zealand organisations to recover economic competitiveness after hazard events by improving their resilience.
	Home page

http://www.resorgs.org.nz/
Publications 

http://www.resorgs.org.nz/pubs.shtml
Current and Future Resilience
http://www.resorgs.org.nz/pubs/Resilient%20Organisations%20Flock%20Hill%20Retreat%20Report%20Final.pdf

	NZ

	Lifeline Resilience (Practical)
	Research

Communications

Exercise
	Auckland Engineering Lifelines Group
	Mission: 

To identify measures and co-ordinate efforts to reduce the vulnerability of Auckland's lifelines to hazard events and to improve service reinstatement after a disaster, so that the community is better able to recover.
	Home page

http://www.aelg.org.nz
Volcanic Ash impacts  

http://www.aelg.org.nz/shadomx/apps/fms/fmsdownload.cfm?file_uuid=1F4B73F8-1279-D5EC-ED21-54D5B6641E65&siteName=aelg
Emergency Communications 

http://www.aelg.org.nz/reports/emergency-communications-systems-and-processes.cfm
Emergency Exercises  

http://www.aelg.org.nz/reports/reports_home.cfm
Publications  

http://www.aelg.org.nz/reports/reports_home.cfm

	NZ

	Disaster Reconnaissance Reports
	Reconnaissance


	Earthquake Engineering Research Institute (EERI) 
	The objective of the Institute is to reduce earthquake risk by (1) advancing the science and practice of earthquake engineering, (2) improving understanding of the impact of earthquakes on the physical, social, economic, political, and cultural environment, and (3) advocating comprehensive and realistic measures for reducing the harmful effects of earthquakes.

Note:

The TCLEE report is well worth reading
	Main Page  

http://www.eeri.org/
Reconnaissance reports 

http://www.eeri.org/lfe/recent_recon.html
Baja Earthquake  

http://www.eqclearinghouse.org/20100404-baja/
Mayor-Cucapah earthquake Preliminary Report  

http://www.eqclearinghouse.org/20100404-baja/wp-content/uploads/2010/05/EERI_RECON_REPORT_EL_MAYOR_CUCAPAH_EQ_052010.pdf
Includes Info on Roads, Bridges, Water and Waste water systems

Chile Earthquake February 2010

http://www.eqclearinghouse.org/20100227-chile/
TCLEE Reconnaissance Report 

http://www.eqclearinghouse.org/20100227-chile/wp-content/uploads/2010/04/TCLEE-Web-Report-EERI-v1.pdf
Haiti Earthquake  January 2010

http://www.eqclearinghouse.org/20100112-haiti/
USGS/EERI Advance Reconnaissance Team  Report of Haiti Earthquake

http://www.eqclearinghouse.org/20100112-haiti/wp-content/uploads/2010/02/USGS_EERI_HAITI_V1.1.pdf   Includes info on bridges and Port Facilities.  

CDs and publications

http://www.eeri.org/cds_publications/catalog/index.php?cPath=42_43
Repository of links to reconnaissance reports 
http://eqclearinghouse.org/

	US

	Disaster Reconnaissance Report
	Reconnaissance, Energy, Telecommunication, Transport

	Office of the Emergency Services Commissioner
	Emergency Management Victoria
	Review of the April 08 Windstorm Melbourne  Australia 
http://www.oesc.vic.gov.au/wps/wcm/connect/64c9a7804056994bbecfbee505682c73/Review+of+the+April+2008+Windstorm.pdf?MOD=AJPERES

	AU

	Telecommunications Security & Response 
	Telecommunications

Security, 
Plan, Information

	Electronic Communications Resilience and Response Group

&

UK Cabinet Office
	The telecommunication sector has formed a voluntary organisation called Electronic Communication – Resilience & Response Group (EC-RRG). EC-RRG enables the co-ordination of the sectors response to an emergency and where appropriate promotes best practice.
	Electronic Communications Resilience & Response Group

http://wiki.intellectuk.org/sr/index.php/Electronic_Communications_Resilience_and_Response_Group
Telecom Network Security Guidelines  

http://www.ofcom.org.uk/static/archive/oftel/publications/ind_guidelines/guid1002.pdf
Resilience in converged networks --- Good practice guidance  

http://www.cpni.gov.uk/Docs/resilience-guide.pdf
Sector Resilience Plan for Critical Infrastructure 2010  

http://www.cabinetoffice.gov.uk/media/349100/sector-resilience-plan.pdf
Resilience Guidelines for Providers of Critical National Telecommunications Infrastructure  

http://www.cabinetoffice.gov.uk/media/131471/telecoms_ecrrg_resilience_guidelines1.pdf
Electronic Communications Emergency Response Group

http://wiki.intellectuk.org/sr/index.php/EC-RRG
Telecommunication support in an emergency

http://www.cabinetoffice.gov.uk/media/131663/flu_telecoms_support_emergency.pdf

	UK

	Transport tools, guidance, and good practices
	Transport


	Federal Highway Administration
	Emergency Transportation Operations highway operational tools to enhance mobility and motorist and responder safety.

Of interest to Transport organisations and Civil Defence
	Emergency Transportation Operations

http://ops.fhwa.dot.gov/eto_tim_pse/index.htm
http://ops.fhwa.dot.gov/eto_tim_pse/about/eto.htm
Good Practices in Transportation Evacuation Preparedness and Response

http://www.ops.fhwa.dot.gov/publications/fhwahop09040/fhwahop09040.pdf
Numerous Publications

http://www.ops.fhwa.dot.gov/publications/publications.htm#eto
Evacuation Transportation Management
http://www.ops.fhwa.dot.gov/publications/fhwahop08020/fhwahop08020.pdf
Emergency Transportation Operations Preparedness and Response
http://www.ops.fhwa.dot.gov/publications/etopr/best_practices/etopr_best_practices.pdf
Managing Pedestrians During Evacuation of Metropolitan Areas
http://www.ops.fhwa.dot.gov/publications/pedevac/ped_evac_final_mar07.pdf

	US

	Hazard Research & Information
	Modelling
Transport, Telecommunications, Pipes
	Natural Hazards Centre at the University of Colorado at Boulder.
	Their mission is to advance and communicate knowledge on hazards mitigation and disaster preparedness, response, and recovery. Using an all-hazards and interdisciplinary framework, the Centre fosters information sharing and integration of activities among researchers, practitioners, and policy makers from around the world; supports and conducts


	Home page

http://www.colorado.edu/hazards/
HAZUS  Implementation for the ShakeOut Scenario

Earthquake
http://www.colorado.edu/hazards/shakeout/hazus.pdf
Fire Following Earthquake
http://www.colorado.edu/hazards/shakeout/fire.pdf
Selected Web Resources   Very Extensive  http://www.colorado.edu/hazards/resources/web/

	US

	Research and Guidance
	Interdependencies, 
Research, Information

	Centre for Advanced Engineering 
	CAENZ plays a strong knowledge-broking and facilitating role within New Zealand’s engineering and technology sectors, seeking to enlarge the country’s technological capability in areas of national importance.

A new website is under construction
	Home page

http://www.caenz.com/caeindex.html
Critical Infrastructure,

Interdependencies, and Resilience Tom Orourke

http://www.caenz.com/info/RINZ/downloads/Bridge_Article.pdf
Modern Approaches to Infrastructure Resilience  T.D. O’Rourke

http://www.caenz.com/info/RINZ/downloads/Prestige.pdf
Resilient Infrastructure Projects

http://www.caenz.com/info/RINZ/RINZ.html
Resilient Infrastructure lectures and presentations

http://www.caenz.com/info/RINZ/RINZ_Downloads.html  

Publications  

http://www.caenz.com/marketplace/catalog.php?pageNum_Recordset2=0&totalRows_Recordset2=34&PHPSESSID=0c91d76075cdc2142c9cc38e586c2639

	NZ

	Flood Resilience for Critical Infrastructure
	Research, Information,Measures, Strategic

	CIRIA is the construction industry research and information association.
	Operating across market sectors and disciplines we deliver a programme of business improvement services and research activities for our members and those engaged with the delivery and operation of the built environment,

	Flood Resilience and Resistance for Critical Infrastructure 

http://www.ciria.org/service/Home/AM/ContentManagerNet/ContentDisplay.aspx?Section=Home&ContentID=16361

	UK

	Critical Infrastructure Research and Modelling
	Modelling
Research

Energy
	Virginia Tech
	The Critical Infrastructure Modelling and Assessment Program (CIMAP) is an initiative undertaken by the Virginia Tech Centre for Energy and the Global Environment (CEAGE) to study and evaluate critical infrastructures. The aim of this program is to provide policymakers, legislators and researcher’s long-term perspectives and guidance on the various issues that affect the planning, commissioning and operation of infrastructures.
	Home Page

http://www.cimap.vt.edu/
Modelling

http://www.cimap.vt.edu/index.htm
Research Projects

http://www.cimap.vt.edu/research.htm
Critical Infrastructure Modelling and Assessment Program
http://www.cimap.vt.edu/research.htm#Lifelines
Emergency Generation Capability & Reliability
http://www.cimap.vt.edu/reports/Emergency%20Generation%20Final%20Report.pdf

	US

	Publisher
	Modelling, Pipes, Transport, Energy, Telecommunications
	Springer
	Springer develop, manage and disseminate knowledge – through books, journals and the Internet. They work with the world’s best academics and authors in long-standing loyal partnerships.  More than 150 Nobel prize-winners have published with Springer
	Earthquake risk assessment of lifelines Modelling
http://www.springerlink.com/content/h08355p5683k238u/fulltext.pdf

	US

	Lifelines in NZ.
	Exercise, Plans, Transport, Communications, Research


	MCDEM (Lifelines)
	Outlines what Engineering Lifelines are & what they do, including relationship with Civil Defence & Emergency Management.
	Exercise Ruaumoko   
http://www.civildefence.govt.nz/memwebsite.nsf/wpg_url/for-the-cdem-sector-lifelines-national-engineering-lifelines-committee?opendocument
Lifeline Projects  accessed from:   

http://www.civildefence.govt.nz/memwebsite.NSF/wpg_URL/For-the-CDEM-Sector-Lifelines-Current-Lifeline-Groups?OpenDocument

	NZ

	Network infrastructure resilience projects.
	Continuity, Energy, Strategic, Plan


	Ministry of Economic Development (MED)
	The website outlines the role of the MED in improving New Zealand’s Network infrastructure resilience and describes various initiatives and projects that the MED are managing.
	Infrastructure Delivery Priorities in Adverse Events

http://www.med.govt.nz/templates/MultipageDocumentTOC____34073.aspx 

Infrastructure Resilience  
http://www.med.govt.nz/templates/ContentTopicSummary____34022.aspx

	NZ

	Information on climate change
	Research, 
Plan, 
Information
	Ministry for the Environment
	Climate Change information for infrastructure


	Engineering Lifelines and Emergency Management

http://www.mfe.govt.nz/issues/climate/adaptation/engineering.html
Climate change impacts and adaptation reference list

http://www.mfe.govt.nz/issues/climate/resources/adaptation/index.html
Costal Hazard  Climate Change –Guidance Manual for Local Government NZ 

http://www.mfe.govt.nz/publications/climate/coastal-hazards-climate-change-guidance-manual/page1.html
Climate Change Guide 

http://www.mfe.govt.nz/publications/climate/climate-change-effect-impacts-assessments-may08/climate-change-effect-impacts-assessment-may08.pdf
Climate Change Impacts 

http://www.climatechange.govt.nz/physical-impacts-and-adaptation/
Infrastructure and climate change publications 

http://www.mfe.govt.nz/issues/climate/resources/engineering/index.html  

	NZ

	Research & Information on Natural Hazards
	Research, 
Information

	The Natural Hazards Centre
	The Natural Hazards Centre is a joint collaboration between the National Institute of Water and Atmospheric Research (NIWA) and GNS Science. Their research aims to improve our forecasting of, and resilience to extreme weather systems, flooding, storm and tsunami inundation, and coastal erosion.
	Home page

http://www.naturalhazards.net.nz/
New Zealand Natural Hazards Review 2009

http://www.naturalhazards.net.nz/__data/assets/pdf_file/0006/84093/NatHazBrochure_2009_webquality_1.pdf
Publications 

http://www.niwa.co.nz/news-and-publications/publications

	NZ

	Trusted Information Sharing
	Strategy

Communications

Systems
	Australian Government Trusted Information Sharing Network
	The Trusted Information Sharing Network (TISN) is a forum in which the owners and operators of critical infrastructure can work together by sharing information on security issues which affect critical infrastructure.  The network is made up of a number of Infrastructure Assurance Advisory Groups (IAAGs) for different business sectors, and overseen by the Critical Infrastructure Advisory Council (CIAC).


	Home page

http://www.tisn.gov.au/
Organisational resilience publications  

http://www.tisn.gov.au/www/tisn/tisn.nsf/Page/Publications_Businessresiliencepublications
Critical Infrastructure Protection Publications including useful CIP Newsletters

http://www.tisn.gov.au/www/tisn/tisn.nsf/Page/Publications_CriticalInfrastructureProtection(CIP)Publications
Critical infrastructure Resilience

http://www.tisn.gov.au/www/tisn/rwpattach.nsf/VAP/(966BB47E522E848021A38A20280E2386)~CIR+Newsletter+March+2010.PDF/$file/CIR+Newsletter+March+2010.PDF
Emergency Alert System

www.emergencyalert.gov.au

	AU

	Critical Infrastructure Planning
	Strategic


	American Society of Civil Engineers
	The goal of ASCE is to serve the public and the engineering profession by promoting engineering. 


	Home page

http://www.asce.org/
Great List of Lifeline Related Papers

http://cedb.asce.org/cgi/WWWsrchkwx.cgi?Lifeline+systems
Sustainable Critical Infrastructure Systems—A Framework For Meeting 21st Century Imperatives  
http://www.asce.org/uploadedFiles/Industry_Outlook_-_New/NAECriticalInfrastructurePrepublicationReportMarch2009.pdf
Guiding Principles for the Nation’s Critical Infrastructure

American Society of Civil Engineers

http://www.asce.org/uploadedFiles/Infrastructure_-_New/GuidingPrinciplesFinalReport.pdf   & 

http://www.usaceisc.com/Infrastructure/2009%20USACE%20ISC%20CI%20Guiding%20Principles%20Galloway%20%5Bread-Only%5D.pdf

	US

	Projects relating to Earthquakes
	Research

Transport
Plan

Reconnaissance


	NZ Society for earthquake engineering
	To further the advancement of the science and practice of earthquake engineering.


	Home page

http://www.nzsee.org.nz/
Publications

http://db.nzsee.org.nz/Publications.xml
Building Safety Evaluation in a State of Emergency: Guidelines for Territorial Authorities  Aug 2009

http://db.nzsee.org.nz/Guidelines/BuildingSafetyEvaluationAug09.pdf
Recent Advances in Improving the Resilience of Road

Networks

http://db.nzsee.org.nz/2006/Paper12.pdf

	NZ

	Emergency Management Information and data


	Strategic

Plan

Communications


	Emergency Management in Australia


	Emergency Management Information


	Home page

http://www.ema.gov.au/
Critical Infrastructure Protection

http://www.ag.gov.au/www/agd/agd.nsf/Page/Nationalsecurity_CriticalInfrastructureProtection
National Disaster Resilience Framework

http://www.ema.gov.au/www/emaweb/rwpattach.nsf/VAP/(C7C220BBE2D77410637AB17935C2BD2E)~NationalDisasterResilienceFramework-EndorsedatMCPEM-EM20Nov2009.pdf/$file/NationalDisasterResilienceFramework-EndorsedatMCPEM-EM20Nov2009.pdf
Program Publications

http://www.ema.gov.au/www/emaweb/emaweb.nsf/Page/Publications_ProgramPublications_ProgramPublications
National Emergency Management Projects

http://www.ema.gov.au/www/emaweb/emaweb.nsf/Page/FundingandGrants_Projects_NationalEmergencyManagementProjects
National Broadcast of Emergency Warnings

http://www.ag.gov.au/www/agd/nccpp.nsf/Page/The_Guidelines
Emergency Warnings

http://www.ag.gov.au/www/agd/nccpp.nsf/Page/Resources_and_Background

	AU

	Critical Infrastructure Strategies, Frameworks & Resilience
	Research, Modelling, Strategic

Plan

Communications

Systems

Telecommunications

Pipes

Energy

Transport

Information,Organisational, Measures

	US Department of Homeland Security & National Infrastructure Advisory Council  (NIAC)


	The NIAC provide the President through the Secretary of Homeland Security with advice on the security of the critical infrastructure sectors and their information systems.
	National Infrastructure Advisory Council  

http://www.dhs.gov/files/committees/editorial_0353.shtm
Framework for Dealing with Disasters and Related Interdependencies  
http://www.dhs.gov/xlibrary/assets/niac/niac_framework_dealing_with_disasters.pdf
Wireless Priority Service  

http://wps.ncs.gov/
National Infrastructure Advisory Council  (NIAC)  Resilience Report
http://www.dhs.gov/xlibrary/assets/niac/niac_critical_infrastructure_resilience.pdf
Critical infrastructure and key resources Sector Specific Plans  

http://www.dhs.gov/files/programs/gc_1179866197607.shtm &

Communications Plan

http://www.dhs.gov/xlibrary/assets/nipp-ssp-communications.pdf  &

Energy Plan

http://www.dhs.gov/xlibrary/assets/nipp-ssp-energy-redacted.pdf   & 
Transportation Plan

http://www.dhs.gov/xlibrary/assets/nipp-ssp-transportation.pdf  &  
Water Plan
http://www.dhs.gov/xlibrary/assets/nipp-ssp-water.pdf
Target Capabilities List

https://www.llis.dhs.gov/docdetails/details.do?contentID=26724

	US

	Earthquake Research
	Research,
Pipes, Modelling,
Transport
	Network for Earthquake Engineering Simulation (NEES)


	The goal of NEES is to accelerate progress in earthquake engineering research and to improve the seismic design and performance of civil and mechanical infrastructure systems through the integration of people, ideas, and tools in a collaboratory environment.


	Research Home

https://www.nees.org/research/
NEESR-SG Evaluation of Ground Rupture Effects on Critical Lifelines

http://nees.cornell.edu/projects/completed_projects.cfm?customel_datapageid_2716=2902&showDetails=1
You can click on various links in this page to find results and videos of seismic testing on pipes.

Actual Report of Ground Rupture Effects on Critical Lifelines 

http://www.nees.cornell.edu/upload/NEESR-SG-Final-Report-2008.pdf 

Bridge Modelling

http://nees.unr.edu/4-spanbridges/UNR%20Web%20AnnouncementCompositeBridge.pdf  and http://www.sciencedaily.com/releases/2010/06/100616171649.htm

	US

	Links to BCM & other Templates
	Continuity
	The Canadian Centre for Emergency Preparedness (CCEP).  
&
The Business Development Bank of Canada (BDC) 
	CCEP is a non-profit organization dedicated to fostering the development of a disaster resilient Canada by preparing small business, non-profit organizations, and the Disaster Management professional.

BDC is a not-for-profit organization that improves the capabilities of those with responsibility for disaster management through the development and transfer of knowledge.

Very good links to sites which have  BCM and Crisis Management templates


	Home page
http://www.ccep.ca/
Business Continuity Templates & Documents 
http://www.ccep.ca/ccepweb.asp?m=41&ap=5
More Templates for Maintaining Essential Service, Key Customers, Critical Suppliers, Business Partners.  See RHS of http://www.bdc.ca/EN/advice_centre/tools/business_continuity/business_continuity/Pages/step%205.aspx
Business Continuity Advice Centre  

http://www.bdc.ca/EN/advice_centre/tools/business_continuity/business_continuity/Pages/default.aspx
	Canada

	IT&T, physical and Information Security 
	Plan

Security

Continuity

Systems
	Centre for the Protection of National Infrastructure
	Government authority which provides protective security advice to businesses and organisations across the national infrastructure.


	Home page

http://www.cpni.gov.uk/
Sources of guidance on security in the Telecommunications sector
http://www.cpni.gov.uk/Docs/Sources_of_Guidance_on_Security_in_the_Telecommunications_sector.pdf
Good Guides on Physical Security

http://www.cpni.gov.uk/WhatsNew/physicalSecurity264.aspx
Personnel security measures

http://www.cpni.gov.uk/ProtectingYourAssets/personnelsecurity-268.aspx
Electronic security measures

Access to good material through  

http://www.cpni.gov.uk/ProtectingYourAssets/electronic_security_measures.aspx

	UK

	Emergency Communication Systems
	Telecommunications, 
Systems, Communications
	Industry Canada


	The Department’s mission is to foster a growing, competitive, knowledge-based Canadian economy.  Program areas include developing industry and technology capability, fostering scientific research, setting telecommunications policy, promoting investment and trade, promoting tourism and small business development, and setting rules and services that support the effective operation of the marketplace.


	Home page

http://www.ic.gc.ca/epic/site/ic1.nsf/en/home
Emergency Telecommunications 
http://www.ic.gc.ca/eic/site/et-tdu.nsf/eng/h_wj00005.html
Emergency Telecommunications Data System  
http://www.ic.gc.ca/eic/site/et-tdu.nsf/eng/h_wj00269.html
Wireless Priority Service  
http://www.ic.gc.ca/eic/site/et-tdu.nsf/eng/h_wj00016.html
Emergency Telecommunications – Reference Documents  
http://www.ic.gc.ca/eic/site/et-tdu.nsf/eng/h_wj00011.html

	Canada

	Natural Hazard & Other Research
	Modelling
Research


	U.S. Geological Survey (USGS)
	The US’s largest water, earth, and biological science and civilian mapping agency, collects, monitors, analyzes, and provides scientific understanding about natural resource conditions, issues, and problems.
	Hazard page

http://www.usgs.gov/hazards/
ShakeOut Scenario   
http://pubs.usgs.gov/of/2008/1150/    & 

http://www.colorado.edu/hazards/shakeout.html

	US

	Lifeline Restoration Performance Objectives
	Modelling
Measures
Research

Energy
Pipes

	The University of British Columbia
	cIRcle is the University of British Columbia’s digital repository for research and teaching materials created by the UBC community and its partners. Materials in cIRcle are openly accessible to anyone on the web, and will be preserved for future generations.


	Defining Utility Performance Objectives for Disaster Modelling   

http://circle.ubc.ca/bitstream/handle/2429/313/ktatebe_project_report_July_18_2007.pdf?sequence=1

	US

	Infrastructure Research
	Research

Interdependencies

Systems


	University of Wollongong
	SMART will be a world-class comprehensive Research and Training Infrastructure Facility of integrated laboratories designed to transform the way that infrastructure-related disciplines are taught and researched


	Resilience. An interesting Outline
http://smart.uow.edu.au/content/groups/public/@web/@smart/documents/doc/uow067175.pdf

	AU

	Lifeline Modelling
	Research,
Modelling,
Interdependency,
Telecommunication,
Energy, 

	National Infrastructure Simulation and Analysis Centre

	The National Infrastructure Simulation and Analysis Centre (NISAC) is a modelling, simulation, and analysis program within the Department of Homeland Security (DHS)
	Home page
http://www.sandia.gov/nisac/
Critical National Infrastructure Reliability

Modelling and Analysis
http://www.sandia.gov/nisac/docs/bltj%202006.pdf
Critical Infrastructure Protection

http://www.sandia.gov/mission/homeland/programs/critical/index.html

	US

	Lifeline Resilience
	Measures, Strategic

	San Francisco Urban Research Association
	Through research, education and advocacy, SPUR promotes good planning and good government in the San Francisco Bay Area.
	Resilient City Projects  

http://www.spur.org/resilient_city   

Upgrading infrastructures to enhance San Francisco’s earthquake resilience

http://www.spur.org/publications/library/report/lifelines_020109

	US

	Resilience of critical infrastructure

(Mainly publications.)
	Interdependencies,

Plan, 
	The Infrastructure Security Partnership
	TISP is a public-private partnership, which is the recognized leader promoting collaboration to improve the resilience of the nation’s critical infrastructure against the adverse impacts of natural and man-made disasters.
	Home page

http://www.tisp.org/index.cfm
Publications/Presentations

http://www.tisp.org/index.cfm?pid=10261
	US

	Critical Infrastructure Plans & strategies
(Canada)
	Research, Modelling, Strategic, Plan, Information,Organisational

	Government (Public Safety Canada)
	Public Safety Canada (PS) was created to ensure coordination across all federal departments and agencies responsible for national security and the safety of Canadians.


	Home page

http://www.publicsafety.gc.ca/index-eng.aspx
Action Plan for Critical Infrastructure  
http://www.publicsafety.gc.ca/prg/em/ci/ct-pln-eng.aspx
The 2009 National Infrastructure Protection Plan 

http://www.dhs.gov/files/programs/editorial_0827.shtm  &
http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf
National Strategy for Critical Infrastructure 
http://www.publicsafety.gc.ca/prg/em/ci/_fl/ntnl-eng.pdf  &  
http://www.cwwa.ca/pdf_files/CIPlan%20-%20may%202008.pdf
Identifying and marking  Critical infrastructure /emergency management information 
http://www.publicsafety.gc.ca/prg/em/ci/_fl/labelling-sensitive-cip-information-eng.pdf
Information Sharing Guide for Private Sector Entities   

http://www.publicsafety.gc.ca/prg/em/ci/lbl-snstv-info-eng.aspx  
Information Sharing

http://www.publicsafety.gc.ca/prg/em/ci/info-part-eng.aspx

	Canada

	Research
	Plan, Communications, 
	New York University


	The Centre was founded in 2002 as a university-wide, cross-disciplinary centre to improve preparedness and response capabilities to catastrophic events including terrorism, natural disasters, and public health emergencies.

The Institutes activities support the discovery of new insights and interdisciplinary approaches to planning, building, and managing civil infrastructure systems to meet their social and environmental objectives. Current areas of research include infrastructure security, risk communication and management, and the sustainability of urban areas.


	Home page

http://www.nyu.edu/
The Centre for Catastrophe Preparedness and Response (CCPR)
http://www.nyu.edu/ccpr/  

Crisis Readiness

http://www.nyu.edu/ccpr/pubs/OrgPreparedness_Report_NYU_Light_8.18.08.pdf
Institute for Civil Infrastructure Systems

Publications 

http://www.icisnyu.org/ix/publications/
The Centre for Catastrophic Preparedness and Response

Project Summaries  

http://www.nyu.edu/ccpr/projects/index.html

	US

	Earthquake research
	Research, 
	US National Earthquake Hazard Reduction Programme. (NEHRP)
	NEHRP was created by the US Congress to reduce the risks of life and property from future earthquakes in the United States through the establishment and maintenance of an effective earthquake hazards reduction program.”
	http://www.nehrp.gov/
Publications

http://www.nehrp.gov/resources/index.htm
	US

	Technical Standards and Protocols
	Plan, Research
	ATC Applied Technology Council
	Established through the efforts of the Structural Engineers Association of California. ATC’s mission is to develop and promote state-of-the-art, user-friendly engineering resources and applications for use in mitigating the effects of natural and other hazards on the built environment. ATC also identifies and encourages needed research and develops consensus opinions on structural engineering issues in a non-proprietary format. 
	Home page

http://www.atcouncil.org/

	US

	Research to produce Guidelines & Standards for Lifelines
	Systems, Communications
	Americans Lifelines Alliance (ALA)
	A public-private partnership funded by the Federal Emergency Management Agency (FEMA) and managed by the National Institute of Building Sciences (NIBS), with the goal of reducing risks to lifelines from hazards.
	Home page

http://www.americanlifelinesalliance.org/
Post-Earthquake Information Systems Study

http://www.americanlifelinesalliance.org/PIMS%20Report/PIMS.Final%20report.pdf

	US

	Reducing Social Vulnerabilities from Coupled Critical Infrastructures
	Strategic, Plan,  
	International Risk Governance Council
	After providing a precise explanation of critical infrastructures This report explores five issues: 

1. What are the factors that have promoted and caused tighter integration of, and greater interdependency among, critical infrastructures? 

2. What are the main drivers behind, and vulnerabilities of, this tighter integration? 

3. What are the political and institutional short-comings? 

4. What technical, management and organisational strategies might reduce social vulnerabilities to disruption of these systems? 

5. What policy options could be used to promote improved technical, management and organisational strategies?


	Managing and Reducing Social Vulnerabilities from Coupled Critical Infrastructures

http://www.irgc.org/IMG/pdf/IRGC_WP_No_3_Critical_Infrastructures.pdf

	Switzerland



	CDEM type information.
	Plan, Energy, Communications, Telecommunications, Organisational
	California’s Governor’s Office of Emergency Services
	Emergency Management Information and hazard mitigation related to California.
	Home page

http://www.oes.ca.gov/
Extremely Comprehensive list of EM publications for California   

http://cms.calema.ca.gov/prep_plans_and_publications.aspx
Comprehensive Preparedness Guide (CPG) 101. March 

Comprehensive Preparedness Guide (CPG) 101
Framework for enhancing public access to emergency alerts and warnings 
http://www.oes.ca.gov/WebPage/oeswebsite.nsf/ClientOESFileLibrary/Plans%20and%20Publications/$file/Alert_Warning_Report_final_CalEMA.pdf

	US

	Earthquake research (Including Lifelines.)
	Research, Pipes, Measures, Energy, 
Transport
	Multidisciplinary Centre for Earthquake Engineering Research (MCEER).


	To enhance the seismic resilience of communities through improved engineering and management tools for critical infrastructure systems (water supply, electric power, and hospitals) and emergency management functions. Seismic resilience (technical, organizational, social, and economic) is characterized by reduced probability of system failure, reduced consequences due to failure, and reduced time to system restoration
Dedicated to developing the next-generation of lifeline systems through advanced geospatial modelling technologies, innovative materials and manufacturing, improved loss estimation and high performance simulation of system reliability, intelligent monitoring and remote sensing, and regional socio-economic modelling.

(Site contains references to publications on lifeline resilience)


	Home page

http://mceer.buffalo.edu
Research

http://mceer.buffalo.edu/research/default.asp
Seismic Evaluation and Retrofit of Lifeline Systems
http://mceer.buffalo.edu/research/lifelines/default.asp
Post-Earthquake Restoration of the Los Angeles Water Supply System

https://mceer.buffalo.edu/publications/catalog/reports/MCEER-08-0008.html
Substation Resilience

http://mceer.buffalo.edu/research/lifelines/substation/default.asp
Lifeline Infrastructure Performance

https://mceer.buffalo.edu/publications/catalog/reports/MCEER-08-0004.html
Transport
http://mceer.buffalo.edu/research/Infrastructure_and_Public_Policy/default.asp
Conceptualizing and Measuring Resilience

http://onlinepubs.trb.org/onlinepubs/trnews/trnews250_p14-17.pdf
Seismic Zonation For Lifelines And Utilities 
T.D. O.Rourke

http://www.nd.edu/~linbeck/ORourke1.big.pdf

	US

	Strategy, policy and guidelines for Resilience in the UK.

(UK Government Site)
	Plans, Strategic, 
	UK Government Resilience Site

Similar to CDEM in NZ
	This website exists to provide a resource for civil protection practitioners, supporting the work which goes on across the United Kingdom to improve emergency preparedness.

Describes projects on privileged and High Integrity Telecommunication Systems.

Includes many publications on UK resilience planning and strategy.
	UK Resilience Website  
http://www.cabinetoffice.gov.uk/ukresilience.aspx  New

UK Emergency Planning Links

http://www.cabinetoffice.gov.uk/ukresilience/useful_links.aspx  New

National Risk Register of Civil Emergencies

http://www.cabinetoffice.gov.uk/intelligence-security-resilience/civil-contingencies-uk-resilience/national_risk_register.aspx
Actual Risk Register document  Comprehensive but ok for CDEM

http://www.cabinetoffice.gov.uk/media/348986/nationalriskregister-2010.pdf
Resilience of Infrastructure from Natural Hazards  
http://www.cabinetoffice.gov.uk/ukresilience/infrastructureresilience.aspx
National Risk Register of Civil Emergencies  
http://www.cabinetoffice.gov.uk/media/348992/nrr2010-matrix.pdf
Strategic Framework and Policy Statement  
http://www.cabinetoffice.gov.uk/media/349103/strategic-framework.pdf
Interim Guidance to the Economic Regulated Sectors Water, Energy, Transport and Communication March 2010  

http://www.cabinetoffice.gov.uk/media/349089/interim-guidance-ers.pdf
Recovery Guidance - Infrastructure Issues Utilities  
http://www.cabinetoffice.gov.uk/ukresilience/response/recovery_guidance/infrastructure_issues/utilities.aspx

	UK

	Critical Infrastructures

Journals & Publications)
	Interdependencies, Energy, Information
	International Journal of Critical Infrastructures (IJCIS)


	IJCIS aims to provide an authoritative source of information and an unique international forum in the field of Risk and Vulnerability Assessment and Management of Vital Societal Systems exposed to anthropogenic and natural threats. It intends to establish channels of communication and to disseminate the best practice, knowledge and state of the art science, and stakeholder’s involvement between policy makers, practitioners, researchers and academia working in the field.


	Publications

http://www.inderscience.com/browse/index.php?journalID=58&year=2004&vol=1&issue=1
Journals

http://www.inderscience.com/samples.php

	

	Telecommunication Standards
	Telecommunications, Plan, Communication, 
	International Telecommunications Union (ITU)
	UN - Telecommunications for emergency management

Through its work on standardization, ITU develops technical standards (known as Recommendations) that facilitate the use of public telecommunication services and systems for communications during emergency, disaster relief and mitigation operations.  In such circumstances, technical features need to be in place to ensure that users who must communicate at a time of disaster have the communication channels they need, with appropriate security and with the best possible quality of service.


	Emergency Telecoms

http://www.itu.int/ITU-T/emergencytelecoms/index.html
All ITU Recommendations

http://www.itu.int/ITU-T/recommendations/index.aspx
Public telecommunication services and systems for communications during emergency, disaster relief. (ICE)

http://www.itu.int/ITU-T/newslog/ITU+Standard+Allows+Emergency+Rescue+Workers+To+Identify+A+Victims+Nextofkin+.aspx
Police or Civil Defence may be interested in this
	International

	Publications on Disaster Risk Reduction
	Information
	United Nations Official Document System
	International Strategy on Disaster Risk Reduction UN.

This is basically a Library that specialises in disaster risk reduction and related issues.  

(Lists a large number of documents)
	Home page

http://www.unisdr.org/
Library

http://www.unisdr.org/eng/library/lib-index.htm

	International

	Research & Publications on Security
	Research, Organisational, Plan, Communications, 
	Royal United Services Institute
	RUSI is the leading forum in the UK for National and International Defence and Security. Founded in 1831 by the Duke of Wellington, RUSI is the oldest institute of its kind in the world.


	Home page

http://www.rusi.org/
Interoperability in a Crisis

http://www.rusi.org/downloads/assets/Interoperability_2_web.pdf
This is aimed at Emergency Services but could be applied more widely.


	UK

	Disaster Research Centre
	Research, Modelling, Pipes, Information
	University of Delaware
	The Centre conducts field and survey research on group, organizational and community preparation for, response to, and recovery from natural and 
technological disasters and other community-wide crises.
	Home page

http://www.udel.edu/DRC/
Active Research Studies

http://www.udel.edu/DRC/projects/ActiveStudies.html
Modelling the Ignition and Spread of Post-Earthquake Fires

http://www.udel.edu/DRC/current_projects/FireSpread.html
Post-Earthquake Water Supply Restoration
http://www.udel.edu/DRC/current_projects/WaterRestoration.html

	US

	EQC

(NZ research reports)
	Research
	Earthquake Commission


	EQC was established by the Government in 1945 to provide earthquake and war damage cover for purchasers of fire insurance. Later, cover for other natural disasters was included and, later still, cover for war damage dropped. The modern EQC is a Government-owned Crown Entity.


	Earthquake Commission

http://www.eq-iq.org.nz/
Great Source for NZ Natural Hazard Research Papers 

http://www.eqc.govt.nz/research/researchpapers.aspx

	NZ

	Critical Infrastructure Interdependence Modelling
	Interdependencies, Modelling, 
	NZ Society for Earthquake Engineering
	The Society provides a forum for technical debate, promotes reconnaissance of local and overseas earthquakes, is involved in the evolution of relevant legislation and regulations, and contributes to planning for, response to, and recovery from, earthquakes.


	Critical Infrastructure Interdependency Modelling:

Paper

http://db.nzsee.org.nz/2010/Paper24.pdf
A novel approach to modelling interdependent critical infrastructure components is proposed based on Bayesian Belief Networks
	NZ

	Critical Infrastructure Interdependence Modelling
	Interdependencies, Research, Modelling
	Idaho National Laboratory
	The U.S. Technical Support Working Group (TSWG) is the sponsor for this effort.3 TSWG is a national forum to identify, prioritize, and coordinate interagency and international research and development (R&D) requirements for combating terrorism.
	Critical Infrastructure Interdependency Modelling:

A Survey of U.S. and International Research

http://cipbook.infracritical.com/book3/chapter2/ch2ref2a.pdf

	US

	Geospatial Interdependencies of Critical Infrastructure
	Interdependencies, Pipes, Energy, Telecommunications, Transport
	The Geospatial Information & Technology Association (GITA)
	The Geospatial Information & Technology Association (GITA) is the professional association and leading advocate for anyone using geospatial technology to help operate, maintain, and protect the infrastructure, which includes organizations such as utilities, telecommunication companies, and the public sector. Through industry-leading conferences—along with research initiatives, chapters, membership, and other programs—GITA provides education and professional best practices. 


	The Importance of Infrastructure Interdependencies  (Presentation)

http://www.nsgic.org/events/2009midyear/tuesday/06-GITAWhitepaper/infrastructureiInterdependencies.ppt
White Paper at 

http://www.gita.org/ciper/Infrastructure%20Interdependencies%20Final.pdf
Other papers 

http://gita.org/resources/white_papers.asp

	US

	Restoration of Lifelines –-Tasks & Measures
	Measures, Plan
	Ohio Emergency Management
	Mission -- to mitigate, prepare for, respond to, and recover from disasters.
	Tasks & Measures for the Restoration of Lifelines   

http://www.ema.ohio.gov/documents/pdfs/Target_Capabilities/TCL_Restoration_of_Lifelines_May_2008.pdf

	US

	Critical Infrastructure Resilience Strategy 
	Strategy, Information,Communication, Telecommunication, Modelling, Organisational

	Australian Government Department of Broadband, Communications and the Digital Economy
	The Department participates in the Australian Government’s Critical Infrastructure Protection (CIP) activities through the Trusted Information Sharing Network for Critical Infrastructure Protection (TISN).  

(Includes IT, wireless & SCADA Security)
	Department of Broadband Communications

http://www.dbcde.gov.au/
Critical Infrastructure Resilience Strategy 
http://www.tisn.gov.au/www/tisn/rwpattach.nsf/VAP/(9A5D88DBA63D32A661E6369859739356)~Australian+Government+s+Critical+Infrastructure+Resilience+Strategy.PDF/$file/Australian+Government+s+Critical+Infrastructure+Resilience+Strategy.PDF
Protection Modelling and Analysis Program 
http://www.ag.gov.au/agd/WWW/rwpattach.nsf/VAP/(930C12A9101F61D43493D44C70E84EAA)~CIPMA+Fact+Sheet+Updated+6+6+06.pdf/$file/CIPMA+Fact+Sheet+Updated+6+6+06.pdf

	AU

	Disaster Information
	Information
	Pacific Disaster Centre PDC
	PDC is an applied science, information and technology centre, working to reduce disaster risks and impacts to peoples lives and property


	Natural Hazards and Vulnerabilities Atlas: Asia Pacific Edition 

http://www.pdc.org/apatlas/html/atlas-viewer.jsp
Useful Links

http://www.pdc.org/iweb/other_references.jsp?subg=3
All about volcanoes
http://www.dartmouth.edu/~volcano/

	US

	Natural Hazard Research 
	Research, Modelling, 
	Geoscience Australia
	Geoscience Australia undertakes a range of scientific activities, including natural hazard risk and impact analysis.
	http://www.ga.gov.au/hazards/projects.jsp
Methodology for Identifying those at risk

http://www.ga.gov.au/image_cache/GA4267.pdf

	AU

	Business Continuity
	Continuity
	Harvey Fawcett website on BS25999
	Business continuity resource
	http://www.bs25999.com/
HH
	UK

	Science Funding Agency
	Research, 
	National Science Foundation


	Mainly an organisation for research funding

Infrastructure Management and Extreme Events (IMEE)  

The IMEE program focuses on the impact of large-scale hazards on civil infrastructure and society and on related issues of preparedness, response, mitigation, and recovery.  The program supports research to integrate multiple issues from engineering, social, behavioural, political, and economic sciences. It supports fundamental research on the interdependence of civil infrastructure and society, development of sustainable infrastructures, and civil infrastructure vulnerability and risk reduction.


	Tsunami Research

http://www.nsf.gov/discoveries/disc_summ.jsp?cntn_id=115749&org=ENG
Infrastructure Management and Extreme Events (IMEE)
http://www.nsf.gov/funding/pgm_summ.jsp?pims_id=13353&org=CMMI
(The Resilient and Sustainable Infrastructures Cluster)

http://www.nsf.gov/funding/pgm_summ.jsp?pims_id=13545&org=CMMI

	US

	Security
	Interdependencies, Energy, Telecommunications, Security
	National security telecommunications

Advisory committee  
	Task Force on concerns associated with interdependency of the telecommunications and electricity sectors and to evaluate how these interdependencies affect the telecommunications network

This report addresses the Administration’s concerns that telecommunications and electric power interdependencies may create additional vulnerabilities, particularly in emergency response situations. It establishes a baseline of the current state of interdependencies between the two sectors using the people involved and the processes between them as the lens for critical evaluation.
	National security telecommunications

Advisory committee  Report 

http://www.ncs.gov/nstac/reports/2006/NSTAC_XXIX_Reports_082206.pdf
	US

	Guidelines for Broadcasting Emergency Warnings
	Communications, Information,Organisational 
	The Network Reliability and Interoperability Council


	Partner with the Federal Communications Commission, the communications industry and public safety to facilitate enhancement of emergency communications networks, homeland security, and best practices across the burgeoning telecommunications industry.”
	National Guidelines for the Broadcast of Emergency Public Warnings  

http://www.ag.gov.au/www/agd/rwpattach.nsf/VAP/(084A3429FD57AC0744737F8EA134BACB)~NATIONAL+GUIDELINES+AND+BROADCASTING+LEVELS+CHART+FOR+THE+BROADCAST+OF+EMERGENCY+PUBLIC+WARNINGS+-+Final+Version.PDF/$file/NATIONAL+GUIDELINES+AND+BROADCASTING+LEVELS+CHART+FOR+THE+BROADCAST+OF+EMERGENCY+PUBLIC+WARNINGS+-+Final+Version.PDF

	AU

	Resilience & Adaptive Capacity
	Organisational, Research, 
	IFED
International Forum on Engineering Decision Making


	Mission Statement
To explore critical issues, to share exciting developments, and to stimulate new initiatives in engineering decision making and risk analysis for engineering systems, by:

1. organizing on a regular basis open international forums that focus on specific themes 

2. Providing a widely accessible publication of the contributions and of the conclusions of such forums. 


	Home

http://www.ifed.ethz.ch/
Resilience, Vulnerability & Adaptive Capacity: Implications for system performance  --NZ Presentation
http://www.ifed.ethz.ch/events/Forum04/Erica_ppt.pdf

	Switzerland

	Research
	Research, Information
	Dalhousie’s Critical Infrastructure Protection (CIP) initiative
	The goal of the initiative is to create opportunities for citizens, industry, NGOs and governments to engage with questions and ideas concerning the management of Canada’s critical assets
	Critical Infrastructure Protection Initiative

http://directory.cip.management.dal.ca/
Publications Database
http://directory.cip.management.dal.ca/publications.php

	US

	EU Policy Framework
	Plan, Information
	Centre for European Policy Studies
	The European Commission sets out the principles and instruments needed to implement the European Programme for Critical Infrastructure Protection (EPCIP), aimed at both European and national infrastructure.
	European Programme for Critical Infrastructure Protection
http://europa.eu/legislation_summaries/justice_freedom_security/fight_against_terrorism/l33260_en.htm

	EU

	Cyber threat Information
	Information.
	The Centre for Critical Infrastructure
	Protection (CCIP) is the Government agency dedicated to working with New Zealand's Critical National Infrastructure (CNI) organisations, industry and government to improve the protection and computer security of our CNI from cyber based threats
	Home page

http://www.ccip.govt.nz/

	NZ
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